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DATA
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Safeguarding our
organization

INFORMATION

z SECURITY 3

INTEGRITY CONFIDENTIALITY

Data protection ensures sensitive information is kept
confidential, accurate, and accessible only to authorized
users

Protecting data helps organizations maintain trust, comply
with regulations, and prevent breaches

Examples include, but not limited to, market product
strategies, company contracts, legal documents, files
containing Pll and account names with passwords

Using company approved secure transfer system (RWS
OneDrive) for transferring data

Avoid viewing RWS confidential documents in public
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DATA

Data Protection (How To: Use GenAl Safely)

ooooooooooo

GenAl tools like Copilot Chat can boost productivity—but sharing sensitive data with

them can lead to exposure or policy violations. Use Al responsibly and follow company

guidelines to protect confidential information.

* Read and understand the RWS Generative Al Usage
Policy* before using Copilot Chat

* Do not enter sensitive, confidential, or personal data
(such as NRIC, Full Name, Address and etc) into
generative Al tools

* Always use Al-generated content responsibly and verify
its accuracy

* Be mindful of data classification when interacting with
generative Al

*https://1rwsentosa.sharepoint.com/sites/ITTransformer/Policies%20Procedures/Forms/Allltems.aspx?id=/sites/ITTransformer/Policies
%20Procedures/Generative%20AI%20Technology%20Usage%20Policy.pdf&parent=/sites/ITTransformer/Policies%20Procedures
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Data Protection (Best Practices)

Only transfer data via company approved secure transfer system (RWS OneDrive)
Avoid viewing RWS confidential documents in public

Read and understand the RWS Generative Al Usage Policy

Never input sensitive, confidential or personal data into generative Al tools

Verify the accuracy of any Al-generated content before use and ensure it is applied
responsibly.

DATA
PROTECTION
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PRIVATE & CONFIDENTIAL  Allinformation herewith is privileged/ confidential and subjected to reviews and should not be disclosed out of the intended distribution list
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SOCIAL
ENGINEERING

Protecting yourself and
the organization

* Social engineering is the act of tricking people into giving
away confidential information or performing actions that
compromise security.

* Attackers often impersonate as legitimate individual or
organization via emails, messaging apps, phone calls or
social media.

* Malicious intention to fraudulently obtain and steal
personal or sensitive information through impersonation
and scam.
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SOCIAL

Social Engineering (How To: React To Deepfake)

organization

&

Deepfake : A digitally altered video or image created using Al to imitate real people and makes
someone appear to say or do things they never did—often used to mislead or spread false
information.

* Always check source of story, video, or images. Specially if it is
sensational listing. When in doubt, confirm the authenticity of
the media via different sources.

* Ifyou receive call from unknown sources, verify. Call back via a
trusted number, before you act.

* Limit the personal details you share online to reduce the risk
of your likeness being used in deepfakes. Be mindful of sharing
preferences or professional info.

PRIVATE & CONFIDENTIAL Allinformation herewith is privileged/ confidential and subjected to reviews and should nc disclosed out of the intended distribution list n
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Social Engineering (How To: Spot Email Phishing) ENGIEEANG

Email Phishing : A scam where attackers send fake emails to trick you into sharing sensitive

information or clicking malicious links.

L

® [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

From: ASOS|<shop.as0s@s123
Date: 11 April 2018, 12:42 AM

To: John Tan s}
Subject: [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

Attached: | G:vaardRedempnonexe(150kb)[

Dear John,

Congratulations! We are pleased to inform you that you have won a|$100 gift card| for our

monthly lucky draw'
Simply log on to]w poingasos.comor fill up the attached document with your

[NRIC, address and bank accoum delan!s to claim your gift card.

T
Failure to claim your prize|within 24 hours will result in the permanent d jof your
account.

Sincerely,
Customer Service

Protecting yourself and
the organization

&

Mismatched or misleading information in email
address or content (Hover mouse over the link to
verify the real URL before clicking)

Use of urgent or threatening language such as
fine, account lock or service disruption

Promise of attractive offers

Persuasion to open, preview attachments or
click on URL links or provide confidential
information

Unfamiliar or unexpected email sender

Suspicious attachment names and file types
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® [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

From: ASOS|<shop.as0s@s 1231 net>
Date: 11 April 2018, 12:42 AM

To: John Tan s}
Subject: [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

Attached: | G:lpCard.Redempnonexe(150kb)[

3
u that you have won a|$100 gift card|for our

hoppingasos com|or fill up the attached document with your

[NRIC, address and bank account detailsto claim your gift card. g
Failure to claim your prize|within 24 hours will result in the permanent d Jof y
account.

Dear John,

Congratulations! We are pleased to inform
monthly lucky draw!
Simply log on to]www

our

Sincerely,
Customer Service
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SOCIAL

Social Engineering (Best Practices)

the organization

&

How To: React To Deepfake
* Always check source of story, video, or images. Specially if it is sensational listing.

* Be cautious of unexpected communications. Verify unknown calls or emails before responding—
especially if they request personal or financial information. When in doubt, consult your supervisor.

How To: Spot Email Phishing

* Verify before you click or open — Always hover your mouse over links to check the real URL, and
confirm attachments are from trusted sources before opening

* Be cautious with attachments and links. Think before you click.
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INTERNET AND
MOBILE
SECURITY

Protecting your online
identity

Mobile devices and internet access are essential but can
expose personal and company data to cyber threats.

Risks include phishing, malware, fake apps, and unsafe
public Wi-Fi networks.

Unsecured devices or apps from unofficial sources increase
the chance of data compromise.

Practicing safe browsing and device habits helps protect
your identity and sensitive information.
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INTERNET AND

Internet Security (How To: Surf Internet Safely) o

Protecting your online

* Watch for unexpected pop-ups or redirects while browsing—these may indicate

malicious activity

* Check for HTTPS and padlock icon in the URL before entering any personal or

company data on a website

* Keep your browser and security software up to date to protect against known

vulnerabilities and malware.

<€ > C @& https:// A
& https://
< > C m http://

PRIVATE & CONFIDENTIAL Allinformation herewith is privileged/ confidential and subjected to reviews and should nc disclosed out of t nten
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Mobile Security (How To: Protect Yourself on Public
Networks)

Public Wi-Fi networks are often unsecured, making it easy for attackers to intercept data or
launch cyberattacks. Using mobile devices on these networks can expose personal and

company information.

* Be careful when connecting to Wi-Fi networks, including those
in cafés, hotels, shared workspaces (e.g., WeWork), or even at
home.

* Avoid using Wi-Fi networks that are unsecured, unfamiliar, or
seem suspicious or fake.

* Only enable Bluetooth when needed, as these connections
can be exploited.

*  Be caution when using GPS, as your location information could
be used by attackers to track you.

INTERNET AND
MOBILE
SECURITY

P

rotecting your online
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INTERNET AND

Internet and Mobile Security (Best Practices) -t

Protecting your online
id

How To: Surf Internet Safely

* Make sure the website uses HTTPS and shows a padlock icon before submitting any personal
information.

* Keep your browser and security software up to date

How To: Protect Yourself on Public Networks
* Avoid using free or unsecured Wi-Fi, especially in public places (e.g
shopping mall, hotel and shared workspaces)

* Enable Bluetooth and GPS only when necessary to reduce tracking and

potential exposure.
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CYBER
SECURITY
HYGIENE

Practicing good habits
to reduce cyber security
risks

Practicing good cyber security hygiene helps protect your
devices, accounts, and data from cyber threats and
unauthorized access.

Stay alert and avoid clicking on suspicious links or
downloading unknown attachments that could contain
malware.

Each TM is responsible for having good IT and cyber
security etiquette when using company resources like
laptops, PCs, and applications

Regularly back up important files to safeguard against data
loss caused by system errors, cyberattacks, or accidental
deletion.
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CYBER

Cyber Security Hygiene (How To: Secure Your Password)  |&ar

Having a strong and unique password habits are essential to protect personal '!g
and company data. Poor practices like sharing, reusing, or exposing passwords
can lead to unauthorized access and data breaches.

* Set strong password by using a mix of uppercase,
lowercase, numbers and special characters

ls+HiS@$Tr0nGP@55w0rd
2

* Do not write down or share your passwords to anyone

* Never enter passwords when others can observe what
you are typing

* Logout of applications when finished
* Lock computer before walking away from your desk E +
+ Change your password immediately if you suspect Lock your PC

someone knows your password or account has been
accessed without authorization



MEZEHE (WA FIEZBEL)

EHREREEEERBNEDIE, ERPIASATRRNESHS, 0
#2, ESERRMESANTY, TSR BRI B,

- RESEREEBERGEAAEFE. NEFE, HFR
KIATTS.

TENCREAMEAEEED.
©  BREMARFRRAAE TEAEE.

- (FERTNAEFERTBHEERIN B EHIGHEEE
i (8 "Win+L" ) AL RBAGAEE.

- GINEEEINEHINE, BZAERED.

BRI

RERLIE

ﬂﬂﬂﬂﬂﬂﬂ BEERIEE

ﬁ%\

?
ls+HiS@$Tr0n GP@55wOrd ?

03

Lock your PC



CYBER

Cyber Security Hygiene (Best Practices) i

Practicing good habits
to reduce cyber secur
risks.

Use strong, unique passwords — Include a mix of uppercase, lowercase, numbers, and special
characters, and avoid reusing passwords

Protect your passwords — Do not write them down or share them with anyone and avoid typing
them where others can see

Secure your devices and applications — Logout of
applications when finished and lock your computer
when stepping away

Respond to suspected compromise - If you suspect
someone knows your password, change password
immediately

2

SA PRIVATE & CONFIDENTIAL Allinformation herewith is privileged/ confidential and subjected to reviews and should not be disclosed out of the intended distribution list
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Key Takeaways

DATA PROTECTION

Data Protection
* Only use approved secure platforms (RWS OneDrive) for data transfer

* Never enter sensitive or confidential information into generative Al tools

SOCIAL ENGINEERING

Social Engineering
* Always verify sender identity before clicking links or opening attachments

* Being wary of unexpected communications even if they seems legitimate

INTERNET AND MOBILE

Internet & Mobile Security
* Avoid using unsecured public Wi-Fi networks

* Download apps only from official stores (iOS App Store/Google Play Store)

SECURITY
E Cyber Security Hygiene
&4 * Always set strong, unique passwords and never share them with anyone
CYBER SECURITY

HYGIENE

* Lockyourdevices and logout of applications when not in use
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The End

Please contact us at it-security@rwsentosa.com if you have any further questions



Acknowledgement

| hereby acknowledge that | have read information mentioned in Cyber Security Training. | further
understand and agree that any breach or neglect of this policy may render me liable to

rosecution.
Signature :

Name:
(Name as in Passport/NRIC)

Passport/FIN/NRIC Number
(Last 4 characters)

Designation:

Company Name :

Date:

Note: All fields are mandatory.

By signing this form, | understand and agree to provide my personal information to the Group for the purpose of conducting IT related services at the Group’s

premise. | will be required to produce my passport or NRIC for verification.
The Group recognizes the importance of a person’s privacy and is mindful of the value of any information that a person may share with us.



